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Message
from the
Executive
Director

2013 was a critical and complex year with important challenges for public interest
with respect to internet rights.

Regarding copyright, probably the most significant threat is now found around the
discussion on that rather dark, strategic agreement, known as the Trans- Pacific
Economic Partnership (TPP), which aims to allow large copyright holding corpora-
tions, from developed countries, to put limits on the debate about the future of
copyright holders. In this context, we at Digital Rights NGO are heading the “Open
TPP” alliance, we followed the rounds of treaty negotiation and prepared reports
and seminars to inform about the implications of the TPP, in Spanish.

Thus, in Chile and in the rest of the region, the problems related to freedom of
expression on the Internet are still present and worryingly active. The “Free Rod”
court case not only showed us a classic example of the problem of freedom of
expression, but also the fragility of the Chilean judicial system to tackle classical
problems which include technological elements.

From and institutional perspective, 2013 was a key year for Derechos Digitales NGO.
It was important in financial terms, as it allowed us to expand our research areas
and level of impact, as well as providing stability and better conditions for the team.

The following pages allow us to show in more detail some of the specific aspects
that the team has developed during the past year, illustrating intense work and
activity in favor of a regulatory ecosystem that respects fundamental rights in the
digital environment. Working towards that goal will undoubtedly lead and inspire
our work in the coming year.

Claudio Ruiz

Executive Director
Derechos Digitales NGO

Photo: Sabino Aguad (cc) Sentidos Comunes



Who are we?

Derechos Digitales NGO is a Chilean independent,
nonprofit organization, whose main objective is the
development, protection and promotion of human rights
in the digital environment. To this end the organization’s
work focuses on three key areas:

- Copyright and access to knowledge.
+ Freedom of expression.
* Privacy and personal data.

To work on each of these points, we carry out and/
or create campaigns, publications, public awareness,
consulting, lectures and conferences.

We are also part of the National Council of domain
names and IP numbers (advisory body for NIC Chile",
the affiliates of Creative Commons in Chile, and since
2013, been members of IFEX (International Freedom
of Expression Exchange) network and the APC (Asso-
ciation for Progressive

Organization dedicated to the management of .CL

domains register
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Copyright and

Access to Knowledge

An important part of our work in 2013 was concen-
trated on the Trans- Pacific Partnership agreement
(TPP), a multilateral treaty that keeps its negotiations
in secret and involves 12 countries (including Chile,
Mexico and Peru).

According to various leaks of the intellectual property
chapter of the agreement, the TPP would have, among
other things, an effect on limiting human rights on the
Internet, seeking to turn internet access providers
into monitors of what goes on in their networks, and
establishing a system of notification and downloading
of files without intervention of the judicial branch. In
addition, the treaty would seek tougher sanctions for
infringements of copyright, by applying penalties such
as fines, internet disconnection or even jail.

In 2013, with full awareness of this problem, which is
of public interest, we worked on three closely inte-
rrelated areas:

We designed, developed and managed an online
platform with information about the treaty, called
"TPP Abierto” (Open TPP), launched on June 3rd with
8,622 unique visitors to date, making it the reference
in Chile for information about this treaty and one of
the two places in the world that maintains updated
information about the TPP in Spanish.
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‘ I,lle vlas hegociaciones del rpp;
NALISIS DEL IMPACTO ECONéMlCO Y POLI’TICO

Carlos Furche
Mayo de 2013

We also published the report “Chile and the TPP ne-
gotiations: an analysis of the economic and political
impact” by Carlos Furche, former director of DIRECON
(Directorate General for International Economic Rela-
tions). After a thorough analysis, the author concludes
that, given that Chile already has trade agreements
with all members of the TPP, the country does not
have anything to gain from signing this treaty, in fact
it is more likely a step backwards in its comparative
advantages.

Afew days afterits release, Carlos Furche’s report be-
came the critical pillar of the TPP in Chile and nowadays
it is constantly cited by specialists, politicians, civil
society and other stakeholders in the discussions
about the treaty.


http://tppabierto.net/
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We coordinated the “Open TPP” strategic alliance, which
currently includes 23 organizations in Chile, Peru and
Mexico, and is the only alliance in the region that is
especially dedicated to informing and coordinating
action on the treaty. From the perspective of their
respective fields (consumers, environment, techno-
logy, etc.), each organization calls for transparency in
the negotiations and a fair deal for the citizens of the
countries involved, so as to constitute a critical and
informative front about an agreement which is currently
being managed in complete secrecy.

We are also the only Chilean organization that are
members of an international alliance of civil associa-
tions called ‘Our Fair Deal’, a platform which, based on
the threats posed by the TPP, seeks to join efforts to
keep the internet open, balanced and free.

From a local perspective, this year we targeted public
influence from four different angles:

- Communication work within the national media
to encourage coverage of a subject which until
now had been ignored from a local view.

- Multiple briefings to decision makers, such as the
Foreign Ministry through DIRECON and members
of the national Congress.

- Attending TPP negotiating rounds (Singapore
and Peru, specifically).

+ Having direct influence In August, on the presen-
tation and unanimous approval by the Senate, of
a draft agreement which calls on the President
of the nation, Sebastian Pifiera, to open a public,
technical and political debate, on the implications
of the TPP.

- Getting a public statement printed in El Mer-

curio, the most important national newspaper,
that demands transparency and to put a stop
to the TPP. It was signed by 34 deputies and I5
senators of the nation, together with elected
members such as Gabriel Boric, Maya Fernandez
and Giorgio Jackson, four national award winners,
plus many other representatives from academia
and civil society. The letter has also been backed
by more than four thousand citizens through an
online campaign for these effects.


http://ourfairdeal.org/
http://www.derechosdigitales.org/3779/tpp-singapur-extendido/
http://www.derechosdigitales.org/5537/reporte-tpp-en-peru-que-paso-en-el-foro-de-interesados/
http://www.derechosdigitales.org/6043/senado-chileno-acordo-unanimemente-solicitar-al-gobierno-un-debate-abierto-sobre-el-tpp/
http://tppabierto.net/post/69361745957/34-diputados-y-15-senadores-piden-al-gobierno-chileno
http://tppabierto.net/post/69361745957/34-diputados-y-15-senadores-piden-al-gobierno-chileno

TPP RELATED ACHIEVEMENTS

Creating and managing the most im-
portant Spanish speaking information
platform on the TPP that currently exists.

Transforming the report by Carlos Furche
into an essential reference for deputies,
senators, presidential campaigners and
other key players, who discuss the pos-
sible benefits of this agreement for Chile.
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Being the main source for civil society
issues related to TPP in the media.

Achieving the adherence of important
sectors of Congress to ask for trans-
parent negotiations and stopping their
benefits through a draft agreement of
the Senate in August 2013, along with
the public declaration of deputies and
senators in December 2013.

NATIONAL AND INTERNATIO-
NAL ACTION ON TPP:

- Attended the XVI Round TPP Negotiations in Singapore.
4th to 13th March.

- Attended the XVII TPP negotiation round in Lima, Peru,
I5th to 24th May.

- TPP : College Forum at the University of the Pacific
in Peru organized by Hiperderecho (Lima, Peru) and
Derechos Digitales NGOs. May I5th.

- Public Forum "TPP: Could all of us lose out?” Organized
by Peruvian Network for Globalization with Equity
(Lima, Peru). May l6th.

- Activities based on round 17 of the TPP negotiations
organized by Hiperderecho, No Negociable and others.
(Lima, Peru). I5th to 24th May.

- Meeting on the TPP of the Foreign Affairs Committee
of the Chamber of Deputies, organized by the Fo-
reign Affairs Committee of the Chamber of Deputies
(Valparaiso, Chile). July 30th.

- Conference “Impact of the signing of the TTP in Chile:
the economic, political, social and copyright aspects”
(Santiago, Chile). August 20th.



http://www.derechosdigitales.org/3779/tpp-singapur-extendido/
http://www.derechosdigitales.org/5537/reporte-tpp-en-peru-que-paso-en-el-foro-de-interesados/
http://www.derechosdigitales.org/5486/tpp-foro-universitario-en-la-universidad-del-pacifico-en-peru/
http://www.derechosdigitales.org/5486/tpp-foro-universitario-en-la-universidad-del-pacifico-en-peru/
http://www.derechosdigitales.org/5493/foro-publico-sobre-el-tpp/
http://derechosdigitales.tumblr.com/post/50933482377/la-17a-ronda-de-negociaciones-del-tpp-comenzo-el
http://www.derechosdigitales.org/5954/ong-derechos-digitales-camara-de-diputados/
http://tppabierto.net/post/58703802975/atencion-ong-derechos-digitales-y-colegio-de

MEDIA IMPACT

- “Doubts about treaty between countries of the
Pacific Coast” (Terra- Peru). May I5th.

- "Former chief negotiator of the TPP Agreement
in Chile warns of its dangers to citizens” May
I6th. (FayerWayer)

- “New TPP round proposes worse conditions than
those of ACTA and SOPA” (American Economy).
May I6th.

- "Open TPP seeks to warn about risks internet
may face due to and agreement in Latin America”
(FayerWavyer). June 3rd.

- Are the secret negotiations of the TPP agreement
constitutional? (El Mostrador). June 5th.

- Interview with Francisco Vera on “GPS” (Coope-
rativa Radio). June 5th.

- Interview with Francisco Vera on “Demasiado
Tarde” (CNN Chile). June 5th.

- “The TPP needs reasons, and they don’t exist”
(FayerWavyer). June 10th.

- Interview with Francisco Vera on “Un Pais Gene-
roso” (Radio Zero). June 10th.

“Consumers question TPP negotiations” (House
of Representatives). July 3lst.

“Trans-Pacific Association: Experts warn about risks
in Chile due to trade agreement” (University of
Chile Radio). October 7th.

“TPP” (Diario Financiero). October lith.

“TPP Agreement” (La Tercera). Oct. 14th.

“TPP: Wikileaks reveals key points of text concerning
intellectual property, the impact is analyzed in
Chile” (Diario Financiero). November I4th.

“All you need to know about the TPP” (Oh my geekl!).
November 14th.

Interview with Francisco Vera on “Radar” (Rock n
Pop). 14th November.

Interview with Francisco Vera on “Palabras Sacan
Palabras” (Futuro Radio). I6th November.

“TPP text leaked. This is what it says” (El Mostrador).
November 18th.

“Ten reasons why the Chilean government must
stop the TPP negotiations” (EL Mostrador). No-
vember 19th.

“TPP: the violation of citizen rights behind confiden-
tial negotiations” (EL Desconcierto). December 5th.

“New TPP leak puts into question the supposed
benefits for Chile” (Regidn Activa). December 6th.

“Public Statement: Chile should be transparent
about the negotiations of the TPP” (EL Mercurio).
8th December.



http://noticias.terra.com.pe/nacional/dudan-sobre-tratado-de-paises-de-costa-pacifica,f3e795d82cd9e310VgnCLD2000000dc6eb0aRCRD.html
http://www.fayerwayer.com/2013/05/ex-negociador-jefe-del-acuerdo-tpp-por-chile-advierte-sus-peligros-para-la-ciudadania/
http://tecno.americaeconomia.com/noticias/nueva-ronda-del-tpp-plantea-condiciones-peores-que-sopa-y-acta
http://www.fayerwayer.com/2013/06/tpp-abierto-busca-advertir-sobre-los-riesgos-a-internet-que-trae-el-acuerdo-en-latinoamerica/
http://www.elmostradormercados.cl/blogs/a-proposito-de-la-visita-de-pinera-a-la-casa-blanca-son-constitucionales-las-negociaciones-secretas-del-acuerdo-tpp/
http://www.cooperativa.cl/noticias/tecnologia/internet/abogado-explico-el-polemico-acuerdo-que-chile-busca-alcanzar-con-ee-uu/2013-06-05/175219.html
http://www.cooperativa.cl/noticias/tecnologia/internet/abogado-explico-el-polemico-acuerdo-que-chile-busca-alcanzar-con-ee-uu/2013-06-05/175219.html
https://www.youtube.com/watch?feature=player_embedded&v=Z5xQpkVXdu4#!
http://www.fayerwayer.com/2013/06/tpp-necesita-razones-y-no-existen/
http://www.radiozero.cl/podcast/2013/06/un-pais-generoso-10-de-junio-francisco-vera/
http://www.camara.cl/prensa/noticias_detalle.aspx?prmid=75586
http://www.camara.cl/prensa/noticias_detalle.aspx?prmid=75586
http://radio.uchile.cl/2013/10/07/asociacion-transpacifico-expertos-advierten-riesgos-en-chile-por-acuerdo-comercial
http://radio.uchile.cl/2013/10/07/asociacion-transpacifico-expertos-advierten-riesgos-en-chile-por-acuerdo-comercial
http://www.df.cl/cartas-al-director/prontus_df/2013-09-03/181905.html
http://diario.latercera.com/2013/10/14/01/contenido/opinion/11-148389-9-acuerdo-tpp.shtml
http://m.df.cl/tpp-wikileaks-filtra-claves-de-texto-de-propiedad-intelectual-y-en-chile-se-analiza-impacto/prontus_df/2013-11-13/213356.html
http://www.ohmygeek.net/2013/11/14/hangout-tpp/
http://www.elmostrador.cl/opinion/2013/11/18/se-filtro-el-texto-de-tpp-esto-dice/
http://www.elmostrador.cl/opinion/2013/11/19/diez-razones-por-las-que-el-gobierno-de-chile-debe-detener-las-negociaciones-del-tpp/
http://www.regionactiva.cl/nueva-filtracion-del-tpp-cuestiona-los-supuestos-beneficios-que-obtendria-chile
http://impresa.elmercurio.com/Pages/NewsDetail.aspx?dt=2013-12-08&dtB=08-12-2013%200:00:00&PaginaId=13&bodyid=10

Freedom of expression online

On February 18th, 2013, Rodrigo Ferrari was formalized
for the crime of identity theft after being acknowled-
ged as the alleged creator of the parody accounts @
losluksic, @andronicoluksic and @luksicandronico on
Twitter. The demandant and presumed victim was An-
dronico Luksic, one of the richest and most influential
men in Chile2, who stated: “There are many people who
have been affected by this and several of them have
already filed complaints. | am not the first person who
this happens to, but I'd like to be the last”3

Because we firmly believed that in this case there was
no identity theft, but rather a legitimate act of parody
protected by the right of freedom of expression in a
democracy, we decided to support the legal defense
of Ferrari.

For this case, we worked on both a legal and communi-
cation strategy which mainly consisted of three areas:

- According to the records compiled by the public
prosecutor, it was not possible to determine that
there was any case of usurpation of identity.

- The only real thing in this case was the serious
threat to the freedom of expression of chileans,
since it was so clear that the Twitter account
created by Ferrari (@ losluksic) was merely a
political parody. A healthy democratic system
should protect and not punish the expression
of critical discourses.

- The prosecution also incurred in substantial errors
during the investigation, assuming problems of
due process, by getting hold of data that suppor-
ted their case without a warrant, which violates
the law and human rights of Rodrigo Ferrari.

2 One of the 100 biggest fortunes in the world according to
Forbes Magazine 2012. More Info Here.
3 La Tercera, February 23th, 2013: Andrénico Luksic: “freedom

of speech is not exercised on someone else’s behalf”

Image which represented the case on the social
networks. #FreeRod

The case was promptly picked up by national and
international media. Locally, there were signs of sup-
port, at first, in favor of Luksic’s position . After an
interesting and wide spread controversy that included
newspapers, television, radio and online media, along
with features, stories, letters, editorials and opinion
columns, the different positions eventually endorsed
the view that it was actually a case which threatened
freedom of expression.

So finally on April 22nd, 2013, Santiago’s Seventh Court
of Guarantee reported the dismissal of the charges
against Rodrigo Ferrari, emphasizing that the profile @
losluksic only intended to make a parody of the holder’s
family, welcoming many of the arguments that were
presented from the very beginning.


http://www.poderopedia.org/personas/Andronico_Luksic_Craig
http://www.latercera.com/noticia/nacional/2013/02/680-510418-9-andronico-luksic-la-libertad-de-expresion-no-se-ejerce-a-nombre-de-otro.shtml
http://www.latercera.com/noticia/nacional/2013/02/680-510418-9-andronico-luksic-la-libertad-de-expresion-no-se-ejerce-a-nombre-de-otro.shtml

“Derechos Digitales NGO demands due process
for the creator of the @losluksic account” (EL
Dinamo). February 19th.

“Twitter user prosecuted for Luksic parody: “It is
a serious threat to the freedom of expression”
(Biobio Chile). February 19th.

“NGO that advises the defense of Twitter user
who parodied Luksic: Here the only crime is to
have parodied someone powerful® (The Clinic).
February 19th.

“Andronico Luksic denounces identity imperso-
nation on Twitter, while prosecutor formalizes
charges against lawyer” (The Clinic). February [9th.

Chile: “Charges formalized against lawyer for
creating a parody Twitter account of businessman
Andronico Luksic” (FayerWayer). February 19th.

“Twitter Accounts under fire for allegations of
identity theft” (24 Horas). February 19th.

“Twitter gives up user identity of Chilean accused
of being author of parody account”. ( Reddit) .

February 19th.

“Twitter user who parodied Luksic risks facing 6l
to 540 days in jail” (CNN Chile). February 20th.
February 20th. “Reports of identity theft on social
networks increase by 14 % in 2012” (La Tercera).

February 20th

“All the power of Andronico Luksic against the
twitter user behind parody” (El Mostrador), 20th
February.

“ldentity theft on the Internet: Experts cast doubt
on what law to apply and on what route to take
in the Ferrari-Luksic case” (La Tercera). February
20th.

“#FreeRod, The twitter campaign in support of
the lawyer who parodied Luksic”. (EL Dinamo)
2Ist February.

“Chile Takes Twitter User to Court Over Parody”
(Global Voices). February 2Ist.

“Chile Takes blogger to court over Twitter parody
account” (Access Now). February 2lIst.

“Andronico Luksic denouncement reopens debate
on legislation and internet” (University of Chile
Radio). February 22nd.

“Parody of Andronico Luksic on Twitter, is it a case
of identity theft?” (OhMyGeek). February 22nd.

“Luksic Case and freedom of expression” (La Ter-

cera). February 23rd.

“Powerful businessman against freedom of ex-
pression on Twitter” (Manzana Mecanica). Fe-
bruary 25th.

“Court dismisses Luksic family identity case on
Twitter” (Cooperativa). April 19th.

“Chile: Case against alleged impersonator of An-
dronico Luksic dismissed” (FayerWavyer). April 19th.

“Andronico Luksic lawsuit rejected against user
accused of stealing identity on Twitter” (Biobio
Chile). April 19th.



http://www.eldinamo.cl/2013/02/19/ong-derechos-digitales-exige-debido-proceso-para-autor-de-la-cuenta-losluksic/
http://www.eldinamo.cl/2013/02/19/ong-derechos-digitales-exige-debido-proceso-para-autor-de-la-cuenta-losluksic/
http://www.biobiochile.cl/2013/02/19/caso-de-tuitero-procesado-por-parodiar-a-luksic-es-una-grave-amenaza-a-la-libertad-de-expresion.shtml
http://www.theclinic.cl/2013/02/19/ong-que-asesora-a-defensa-de-tuitero-que-parodio-a-luksic-aca-el-unico-delito-es-haber-parodiado-a-un-poderoso/
http://www.theclinic.cl/2013/02/19/andronico-luksic-denuncia-suplantacion-de-identidad-en-twitter-y-fiscalia-formaliza-a-abogado/
http://www.fayerwayer.com/2013/02/chile-formalizan-a-abogado-por-crear-una-cuenta-de-parodia-en-twitter-del-empresario-andronico-luksic/
http://www.24horas.cl/tendencias/mundodigital/cuentas-de-twitter-en-la-mira-por-supuestos-casos-de-suplantacion-518498
http://www.reddit.com/r/privacy/comments/18u11r/twitter_gives_up_identity_of_chilean_user_accused/
http://cnnchile.com/noticia/2013/02/20/tuitero-que-parodio-a-luksic-arriesga-entre-61-y-540-dias-de-carcel
http://www.latercera.com/noticia/tendencias/2013/02/659-509940-9-denuncias-por-usurpacion-de-identidad-en-redes-sociales-aumentaron-14-en-2012.shtml
http://www.elmostrador.cl/pais/2013/02/20/todo-el-poder-de-andronico-luksic-contra-el-tuitero-que-lo-parodio/
http://www.latercera.com/noticia/tendencias/2013/02/659-509988-9-suplantacion-en-internet-expertos-plantean-dudas-sobre-que-ley-aplicar-y-los.shtml
http://www.eldinamo.cl/2013/02/21/freerod-la-campana-tuitera-en-apoyo-al-abogado-que-parodio-a-luksic/
http://globalvoicesonline.org/2013/02/21/chile-takes-twitter-user-to-court-over-parody/
https://www.accessnow.org/blog/2013/02/21/chile-takes-blogger-to-court-over-twitter-parody-account
http://radio.uchile.cl/2013/02/22/eventual-usurpacion-de-identidad-en-twitter-reabre-debate-por-legislacion-e-internet
http://radio.uchile.cl/2013/02/22/eventual-usurpacion-de-identidad-en-twitter-reabre-debate-por-legislacion-e-internet
http://www.ohmygeek.net/2013/02/22/hangout-parodia-luksic-en-twitter/
http://manzanamecanica.org/2013/02/poderoso_empresario_en_campana_contra_la_libertad_de_expresion_en_twitter_freerod.html
http://www.cooperativa.cl/noticias/tecnologia/internet/corte-sobreseyo-caso-de-identidad-de-familia-luksic-en-twitter/2013-04-19/141050.html
http://www.fayerwayer.com/2013/04/chile-causa-contra-el-supuesto-suplantador-de-andronico-luksic-fue-sobreseida/
http://www.biobiochile.cl/2013/04/19/rechazan-querella-de-andronico-luksic-contra-usuario-acusado-de-usurpar-su-identidad-en-twitter.shtml
http://www.biobiochile.cl/2013/04/19/rechazan-querella-de-andronico-luksic-contra-usuario-acusado-de-usurpar-su-identidad-en-twitter.shtml

- National Conference for Media Reform, organi-
zed by FreePress (Denver, USA). 5th to 7th April.

- Conference “Safe to Speak: Securing Freedom of
Expression in All Media “ organized by UNESCO
(San José, Costa Rica). April 24th, 20I13.

+ Panel discussion “Freedom of Expression on
the Internet in Latin America”, organized by
the Ministry of Foreign Affairs of Sweden and
the Institute of Latin American Studies at the
University of Stockholm (Stockholm, Sweden).
22nd and 23rd May.

+ Freedom Online Conference, hosted by Online
Freedom Coalition. (Tunis, Tunisia). I7th and 18th
June.

« [IFEX General Meeting, organized by IFEX. (Phnom
Penh, Cambodia). I7th to 20th June.

+ Opening day on Freedom of Expression and
Media Law, organized by Amnesty International,
the Citizen Observatory, FUCATEL, Eco Commu-
nications NGO, the Equality Institute through
Citizens Consulting and Derechos Digitales NGO.
(Valparaiso, Chile). 20th and 2Ist August.

« Lecture and Workshop “Internet, Digital Activism

and Human Rights” organized by Derechos Digi-
tales and Hiperderecho NGOs (Lima, Peru). 12th
and 13th September.

+ “Faces and Traces of Freedom of Expression in
Latin America and the Caribbean” Seminar, or-
ganized by IFEX (La Paz, Bolivia). 2Ist and 22nd
November.

+ Launch of e-book “Social media and collective
action in Chile”, organized by El Quinto Poder
(Santiago, Chile). November 28th.

INTERNET,
DERECHOS
HUMANOS

Y ACTIVISMO

DIGITAL

SOPA, TPP, NSA: La hora de los
Derechos Humanos en Internet
Expositores: Francisco Vera de ONG Derechos
Digitales, Miguel Morachimo de Hiperderecho
y Oscar Montezuma.

Jueves 12 de septiembre del 2013, 18 horas.
Anfiteatro Armando Zolezzi, Facultad de
Derecho, Pontificia Universidad Catélica del

Pert (Av. Universitaria s/n, San Miguel).

C fias online e incid
¢hora del marketing politico para activistas?
Expositora: Paz Pefia, ONG Derechos Digitales

Viernes I3 de septiembre del 2013, I5 horas.

Sala 3, Centro Cultural de la Pontificia Universidad

Catdlica del Perti (Av. Camino Real 1075, San Isidro).

Entrada gratuita, previa inscripcion
http://tinyurl.com/lynfs9n

DERECHOS
DIGITALES HYPERDERECHO

@ ONG



http://www.unesco.org/new/en/media-services/single-view/news/unesco_celebrates_world_press_freedom_day_in_costa_rica_safe_to_speak_securing_freedom_of_expression_in_all_media/%20/l%20.Ut_hxxAtrIU
http://www.derechosdigitales.org/5558/conferencia-libertad-expresion-en-america/
http://www.derechosdigitales.org/5644/tercera-freedom-online/
http://ifex.org/gm/2013/05/21/about_gm_sc/
http://www.derechosdigitales.org/6055/ong-derechos-digitales-jornadas-sobre-libertad-de-expresion/
http://www.derechosdigitales.org/6145/ong-derechos-digitales/
http://www.derechosdigitales.org/6619/seminario-rostros-y-rastros-de-la-libertad-de-expresion-en-america-latina-y-el-caribe-en-la-paz/
http://www.derechosdigitales.org/6664/lanzamiento-del-libro-electronico-medios-sociales-y-accion-colectiva-en-chile/

Privacy and personal data

Undoubtedly this has become one of the main issues
of 2013, both globally and locally. Our work with priva-
cy and personal data was supported by three pillars:

Since 2012, we at Derechos Digitales NGO have been
monitoring the legal proceedings related to this mo-
dification, the first applied on the law of 1999 which, in
the light of technological developments, has already
become completely outdated.

Our work has consisted in regular attendance to Con-
gress, delivering a perspective of public interest to the
parliamentary debate and providing technical assistan-
ce to parliamentarians who today are discussing the
amendment. In this process, we have given relevance
to the human rights perspective involved in handling
personal data, and achieving that the committee take
into account some aspects that were neglected in the
original project, such as incorporating sanctions on the
unauthorized use of personal Information.

This becomes very important, especially when our
assessment indicates that today we face a bill that, in
general, does not advance substantively towards data
protection, on the contrary, it has turned into a setback
that will sacrifice the rights of people and jeopardize
the competitiveness of local industry.

2013 will also be remembered for the investigation
work that we have carried out on the legal aspects
of legal persecution in Chile, which has allowed us to
interact with different actors of the Chilean criminal
prosecution system, and to gain in-depth knowledge
on such important aspects of human rights such as
having a due process. We are expecting to publish the
results by the first quarter of 2014.

The international scenario, after Edward Snowden’s
revelations on the NSA spying on online com-
munications, was the perfect backdrop for the
launch of the “Do not fear the Internet: Privacy

depends on us” campaign, which with a series of
videos and graphics, sought to give very specific
advice on taking care of personal data in the
digital environment.

LA PRIVACIDAD DEPENDE DE NOSOTROS

NO TEMAS
A INTERNET


http://www.derechosdigitales.org/notemasainternet/
http://www.derechosdigitales.org/notemasainternet/

- “Open Development: Exploring the future of the
information society in LAC”, seminar organized by
Economic Commission for Latin America and the
Caribbean (ECLAC) (Montevideo, Uruguay). 2nd
and 3rd April.

- Seminar, “Cyber Security and its Implications on
the Economy and the Financial Sector”, organized
by the World Bank, the Organization of American
States and others (Washington DC, United States).
June 26th.

+ Conference, “NSA Surveillance : What’s the Harm?”,
organized by Fordham Law School, organized jointly
by the Center on National Security, PEN American
Center and the ACLU (New York, United States).
November 14th.
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+ Seminar on personal data protection in Latin

America. Hosted by Privacy International (Buenos
Aires, Argentina). November 29th.

- “Digital Rights NGO criticizes criminal data bank

for violating privacy” (La Nacién). January 30th.

+ “Expert on Digital Rights: What the FBI wants

is for the web to be less safe” (Cooperativa).
March 28th.

- “Everyone’s Rights are at Stake: Global Reach

of U.S. Surveillance Programs” (Global Voices
Online). June l4th.

- "Canthe internet and the right to privacy coexist?

Interview with Francisco Vera Derechos Digitales
NGO” (Manzana Mecanica). July 5th.

+ “E-mails and corporate documents are also

vulnerable” (Pulso). July 7th.

- “Digital rights expert analyzes the new book by

Julian Assange” (Cooperativa). July 10th.

+ “Controversy for ruling that acquits former

employee for gaining access to businessman’s
email” (La Tercera). July 2Ist.

« “Four tips for protecting your information on the

internet” (24 Horas). September [7th.

- “Special Report: Someone is following you” (TVN

Chile). September 22nd.

+ “Web expert: Personal information in Chile is

vulnerable” (24 horas). September 23rd.

+ “Q & A: Chile ‘s Francisco Vera on privacy, sur-

veillance and the NSA” (The Santiago Times).
October l4th.

“Special Report: Someone is following you” (TVN Chile). September 22nd.



http://www.derechosdigitales.org/3812/derechos-digitales-en-seminario-en-montevideo/
http://conference.freepress.net/session/building-web-we-want-protecting-internet-rights-everywhere
http://www.lanacion.cl/ong-derechos-digitales-critica-banco-de-datos-criminales-por-atentar-a-privacidad/noticias/2013-01-30/114727.html
http://www.cooperativa.cl/noticias/tecnologia/internet/experto-en-derechos-digitales-lo-que-el-fbi-esta-pidiendo-es-que-la-web-sea-menos-segura/2013-03-28/142802.html
http://advocacy.globalvoicesonline.org/2013/06/14/everyones-rights-are-at-stake-global-reach-of-us-surveillance-programs/
http://advocacy.globalvoicesonline.org/2013/06/14/everyones-rights-are-at-stake-global-reach-of-us-surveillance-programs/
http://manzanamecanica.org/2013/07/pueden_coexistir_internet_y_el_derecho_a_la_privacidad_entrevista_a_francisco_vera_panchovera_de_der.html
http://www.pulso.cl/noticia/tech/industria/2013/07/76-25880-9-emails-y-documentos-corporativos-tambien-estan-expuestos.shtml
http://www.cooperativa.cl/noticias/tecnologia/internet/wikileaks/experto-en-derechos-digitales-analizo-el-nuevo-libro-de-julian-assange/2013-07-10/134149.html
http://diario.latercera.com/2013/07/21/01/contenido/tendencias/16-142188-9-la-polemica-por-sentencia-que-exculpo-a-ex-empleado-que-accedio-a-email-de.shtml
http://www.24horas.cl/programas/informeespecial/cuatro-consejos-utiles-para-proteger-tu-informacion-en-internet--845229
http://www.24horas.cl/programas/informeespecial/internet-alguien-te-sigue-852229
http://www.24horas.cl/programas/informeespecial/internet-alguien-te-sigue-852229
http://www.24horas.cl/programas/informeespecial/experto-web-la-informacion-personal-en-chile-es-vulnerable-854701
http://santiagotimes.cl/qa-chiles-francisco-vera-on-privacy-surveillance-and-the-nsa/
https://es.globalvoicesonline.org/2013/12/20/lo-mejor-del-infoactivismo-latam-2013/
http://www.cibervoluntarios.org/Ciberoptimismo,%20conectados%20a%20una%20actitud-Libro%20Empodera2013-Fundacion%20Cibervoluntarios.pdf
http://www.cibervoluntarios.org/Ciberoptimismo,%20conectados%20a%20una%20actitud-Libro%20Empodera2013-Fundacion%20Cibervoluntarios.pdf

Other highlights

The year 2013 also included other important achieve-
ments for the organization, including:

In conjunction with the Centro de Tecnologia e Socie-
dade (CTS) of the Getulio Vargas Foundation in Brazil,
the Association for Civil Rights in Argentina (ADC) and
the Karisma Foundation of Colombia, we prepared and
put out the newsletter “Digital Rights : Latin America
& the Caribbean”, a monthly online publication which
analyzes the state of digital rights in Latin America
and the Caribbean. It is made with the contribution
of various specialists from the region, in English and
Portuguese, as well as in Spanish. A unique opportunity
to showcase to the world the situations that arise from
this part of the planet.

On August 26th, in conjunction with ADC and APC,
we organized a preparatory workshop prior to the
LAC- IGF6 (Sixth Internet Governance Forum of Latin
America), which was attended by over 50 people from
diverse civil society groups linked to issues about rights
and technology in the region. The space was useful
to promote discussion among participants on topics
such as digital rights in the region, opportunities and
regulatory threats, among other things.

Also, an important part of our team attended the fo-
llowing days after the discussions on the LAC- IGF6.
They worked on a subject that continued through until
attending the Eighth Internet Governance Forum (IGF)
in Bali, in October 2013.

On that occasion, we actively participated in the
“Conceptualizing Users’ Rights: Copyright, Open

Access and Enforcement in Dialogue” part of

the conference, but also worked on the deve-
lopment of the Final Declaration on Intellectual
Property and TPP.


http://www.digitalrightslac.net/
http://www.digitalrightslac.net/
http://www.lacigf.org/sp/lacigf6/
http://igf2013.or.id/
http://www.ictd2013.info/
http://www.ictd2013.info/

Joint Initiative of Derechos Digitales NGO and the Center
for Studies in Computer Law (CEDI) of the University
of Chile, which for two days (5th and 6th November)
brought together the country’s specialists into different
working groups to discuss issues such as intellectual
property, privacy and computer fraud, among others.

In 2013, as part of a book launch which bears the same
name (see below in Publications section) and is mainly
geared towards journalists interested in knowing the
technical and legal scope of the network’s functions,
we organized three workshops:

Lecture and workshop for journalists in media (Santiago,
Chile). September 30th.

Lecture and workshop for journalism students, orga-
nized by University of Concepcion (Concepcion, Chile).
December 2nd.

Lecture and workshop for entrepreneurs organized
by Girls in Tech Chile (Santiago, Chile). December 2th.

Taller “¢Cémo funciona Internet”?, organizada por Girls in Tech Chile.
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Thanks to Google Policy Fellowship program, this year
our research team was joined by the lawyers Laura
Hernandez (Santa Clara University) and Marcela Pala-
cio (American University Washington College of Law),
who worked in our office in Santiago for 10 weeks. The
first worked on the article “"How the Chilean system
responds to a leak, loss, leakage or unauthorized
access to personal data” and the second on “The
anti-circumvention measures of technical protection
measures and theirimplementation in Peru”. Both will
be published in 2014.



http://www.digitalrightslac.net/es/delitos-informaticos-la-necesaria-perspectiva-desde-los-derechos-humanos/
http://www.google.com/policyfellowship/2013fellows.html

INTERNATIONAL PARTNERSHIPS :

This year, at Derechos Digitales NGO we reaffirmed the
associativity of our organization, with the integration
of two international communities that are widely re-
cognized around the world:

Association for Progressive Communications (APC): a
nonprofit network of more than five dozen networks
of members and partners around the world, commit-
ted to ensuring that the Internet serves the interests
and needs of the global civil society. Our entry into
the APC is a sign of recognition for the work of our
organization and an opportunity for us to be part of
one of the most active and critical networks, regarding
rights in the digital world.

International Exchange for Freedom of Expression
(IFEX): A worldwide network of 7I non-governmental
organizations whose goal is to defend the rights of
freedom of expression. Our entry to this network is
recognition of the growing importance of freedom of
expression as a right on the internet, making us one of
the first organizations in IFEX that is solely dedicated to
working on digital rights, we are also the first Chilean
institution within the network.

N°OI

Juan Carlos Lara & Francisco Vera

Medidas tecnolégicas de
proteccion de derechos

de propiedad intelectual:
desafios regulatorios en Chile

O
ERECHOS
DIGITALES

PUBLICATIONS :

+ Chile and the TPP negotiations: an analysis of

economic and political impact. Author: Carlos
Furche.

+ Technological measures of protection of inte-

llectual property rights: regulatory challenges in

Chile. Authors: Juan Carlos Lara & Francisco Vera

- Privacy and new technologies, Chilean regulation

and public policy proposals. Authors: Juan Carlos

Lara, Francisco Vera & Barbara Soto.

- Liability of Internet service providers. Authors:

Juan Carlos Lara & Francisco Vera.

+ How the Internet works: critical nodes from a

rights perspective. A guide for journalists. Author:
Paz Pena.



http://www.derechosdigitales.org/wp-content/uploads/TPP-Informe-Furche-Digital_-Final-con-diseno_liviana.pdf
http://www.derechosdigitales.org/wp-content/uploads/TPP-Informe-Furche-Digital_-Final-con-diseno_liviana.pdf
http://www.derechosdigitales.org/wp-content/uploads/pp-01.pdf
http://www.derechosdigitales.org/wp-content/uploads/pp-01.pdf
http://www.derechosdigitales.org/wp-content/uploads/pp-01.pdf
http://www.derechosdigitales.org/wp-content/uploads/pp-02.pdf
http://www.derechosdigitales.org/wp-content/uploads/pp-02.pdf
http://www.derechosdigitales.org/wp-content/uploads/pp03.pdf
http://www.derechosdigitales.org/wp-content/uploads/Como-funciona-internet-ebook.pdf
http://www.derechosdigitales.org/wp-content/uploads/Como-funciona-internet-ebook.pdf

- " Claudio Ruiz, Derechos Digitales : Public poli-
cies for digital strategy have been unsuccessful”
(Sentidos Comunes). October I6th.

- “Can | download information from the Internet?
Intellectual Property” (Guioteca). January I7th.

« "Association of record labels sends out “warnings”
to those who download pirated music in Chile”
(Emol). July 29th.

+ "Four thousand homes have been notified about
illegal music downloads” (Metro). July 29th.

« “Lawyer: BitTorrent and Ares programs are not
illegal” (Cooperativa). July 30th.

- “What you should do if you receive a notification
for downloading illegal music” (Biobio Chile).
July 30th.

« “Four thousand Chileans have been notified
aboutillegally downloading music” (La Tercera).
July 30th.

- “Downloading music via internet” (La Tercera).
August Ist.

+ “NGO says thatillegal music download notifica-
tions have no legal validity” (DNA Radio). August Ist.

+ "4000 Chileans are notified about illegally
downloading music on the Internet” (Megavision).
August 2nd.

* “Francisco Vera, director of Digital Rights NGOs,
and download music notifications: “Fear cam-

paigns never work” (Diario Austral de Valdivia).
August lith.

13.000 Twitter

3.555 Facebook

2013 Social
networks
Followers
1.650 Tumblr
1.290 Mailchimp

A€

Claudio Ruiz, Executive Director
Derechos Digitales NGO
Photos: Sabino Aguad (cc) Sentidos Comunes


http://www.sentidoscomunes.cl/claudio-ruiz-de-la-ong-derechos-digitales/
http://www.guioteca.com/temas-legales/%C2%BFpuedo-bajar-informacion-de-internet-propiedad-intelectual/
http://www.emol.com/noticias/tecnologia/2013/07/29/611679/organizacion-de-productores-lleva-un-ano-notificando-a-quienes-bajan-musica-pirata-en-chile.html
http://www.publimetro.cl/nota/cronica/cuatro-mil-hogares-han-sido-notificados-por-descargas-ilegales-de-musica/xIQmgD!5rELeF92QnA/
http://www.cooperativa.cl/noticias/tecnologia/internet/descarga-de-archivos/abogado-ares-o-bittorrent-no-son-programas-ilegales/2013-07-30/143704.html
http://www.biobiochile.cl/2013/07/30/lo-que-debes-hacer-cuando-recibes-una-notificacion-por-descargar-musica-ilegal.shtml
http://diario.latercera.com/2013/07/30/01/contenido/tendencias/16-142830-9-cuatro-mil-chilenos-han-sido-notificados-por-descarga-ilegal-de-musica.shtml
http://www.latercera.com/noticia/opinion/correos-de-los-lectores/2013/08/896-535667-9-descarga-de-musica-a-traves-de-internet.shtml
http://www.adnradio.cl/noticias/sociedad/ong-aseguro-que-notificaciones-por-descargar-musica-ilegal-no-tienen-validez-legal/20130801/nota/1943055.aspx
http://www.ahoranoticias.cl/noticiario/edicion-mediodia/notifican-a-4-mil-chilenos-por-descarga-ilegal-de-musica-en-internet.html

Financial
information

This was a year of growth for Derechos Digitales NGO The donors behind these contributions were:
due to the diversification of its funding sources, lea- + IDRC (International Development Research
ding to growth in the scope of the projects and the Centre), Canada.

professional team that works with them. + Privacy International, UK.
+ Internews, USA.

- Global Partners, UK.
- Google Inc., USA.
- Toronto University, Citizen Lab, Cyberstewards

program, Canada.

Our 2013 budget increased to $ 214,980, which came
from the following sources:

Government
agencies

Membership fees

Private companies

International
donors
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